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Abstract

Privacy-preserving machine learning defends against ad-
versaries without sacrificing task accuracy. In latency-
critical, resource-constrained settings, existing crypto-
graphic and encoding approaches incur heavy overheads,
causing intolerable delays and energy costs. We present
HoloCode, a hybrid optical–electronic pipeline delivering
strong privacy with sub-5ms latency at a fraction of state-
of-the-art energy. HoloCode encodes task-relevant sig-
nals, shields sensitive features, resists inversion attacks,
and locks models with a private key preventing misuse. It
builds on an edge–cloud framework pushing inference to
the edge to cut latency, at the cost of higher edge energy.
To break this, we leverage zero-energy optical processing to
reduce latency and energy simultaneously. Against strong
baselines, HoloCode achieves 10 × faster inference and
50% lower edge energy, preserving accuracy while resist-
ing leakage and reconstruction attacks.

1. Introduction
Edge devices generate data improving models but contain
sensitive info—medical readings, faces, or private loca-
tions. Cloud training leverages this, yet transmitting raw
inputs risks privacy amidst tighter regulations and breaches.

Collaborative systems risk leakage, man-in-the-middle
attacks [3, 4], and untrusted providers. Risks are acute in
latency-critical applications: autonomous robots need 33–
100ms/frame (10–20W) [19]; drones sub-2ms [2]; AR/VR
5–20ms (1.59mJ/inference) [17].

HE [7] and MPC [16] offer guarantees but amplify over-
head [13, 23]. Instance encoding [3, 11] explores linear
transformations [15, 22] but fails to hide private features)
and neural encoders [10] but imposes edge overhead.

Privacy-preserving optics [1] offer light-speed, near-

Figure 1. Motivation for HoloCode: lightweight, private edge in-
ference.

zero-energy hardware privacy. Traditional filtering [20, 21]
contrasts with end-to-end designs [18] optimizing parame-
ters. Yet, optics are inverted given parameter access [4].

Figure 1 illustrates existing failures. We propose
HoloCode, a hybrid optical–electronic framework. Zero-
energy optics [14] handle intensive operations; the digi-
tal domain handles mixing. This locally encodes utility-
aligned, noninvertible, and key-protected models.

Evaluation demonstrates superior trade-offs. It achieves
sub-5ms latency (85% reduction) and 70% energy savings
with < 3% accuracy degradation. Contributions include:
(1) a method achieving noninvertibility and key protection;
(2) a hybrid protocol for secure collaboration; (3) evalua-
tion showing superior trade-offs (SSIM=0.25, PSNR=9.78,
LPIPS=0.64); and (4) system characterization showing 5×
faster inference and 8× better efficiency.

2. System Model & Characterization

We detail our system (§2.1) and threat models (§??), fol-
lowed by characterization of limitations (§2.2).



2.1. System Overview
We assume trusted operator manages edge devices, while
the cloud and network are exposed to adversaries.
Edge-only inference serves utility tasks locally using pre-
trained models. While preserving privacy, it lacks domain
adaptation on fresh data, degrading performance (baseline).
Collaborative inference (HE, instance encoding) assumes
constrained edges. Local data is encrypted/encoded and
transmitted to the cloud, with labels returned to edge [1, 5].
Separated training/inference, common in linear obfusca-
tion [22], splits operations: Offline Training initializes a
model on public data in a trusted environment. Online
Training sends encoded data to an untrusted cloud to update
the utility model, returning it to the edge. Local Inference
executes the updated model on encoded data locally.
Threat Model. Edge devices capture dataset D and lo-
cally encode it to D′. Adversaries may access D′ and utility
model N . We encode D′ to prevent D’s reconstruction or
sensitive inference. Furthermore, accessing N must not en-
able inference on raw D, preventing exploitation.

2.2. Systems Characterization
We characterize latency and energy for four solutions: Po-
seidon (HE) [23], Enc2 (hybrid) [5], learnable obfuscation
(LO) [22], and FCRL (ARL) [9].

We encode a single 224 × 224 grayscale image for
ResNet-18. FHE, Enc2, and ARL use collaborative infer-
ence; FCRL runs the first residual block locally. Latency
sums computation and communication. LO performs local
mixing, projection, noise injection, and inference.

Local computations are estimated via a systolic array
simulator [6] . Cloud execution uses a dual Xeon/L40S
server. Total latency sums edge encoding (chip cycles),
transmission, and cloud inference. Energy derives from
simulator operation counts. For encryption (Poseidon,
Enc2), we estimate performance using relative ratios [5].
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Figure 2. System characterization. (a) Edge inference latency; (b)
Encoding and inference energy (log scale).

Figure 2 summarizes results. Plain inference offers low-
est overhead, whereas privacy approaches incur significant

costs: HE is computation-bound, Enc2 is transmission-
bound, and LO/ARL incur substantial edge encoding
costs. Current solutions violate latency-critical constraints
(≈50ms), motivating HoloCode’s lightweight design.

3. HoloCode Framework
3.1. Framework Formulation
Consider training set X = {x1, . . . , xn}, xi ∈ Rd with la-
bels Y = {y1, . . . , yn}, yi ∈ {11, . . .1c}, and utility model
N with parameters θ. We optimize θ∗ for utility while de-
signing transformations F(X) and F(Y ) achieving a fa-
vorable privacy–utility trade-off. As shown in Figure 3, this
includes a DONN encoder, private-key optical projection,
digital data mixing, and noise injection.

Following [22], we generate a per-user linear projection
matrix K ∈ Rd×d0 , a data mixing matrix M ∈ Rm×m0 ,
a private encoder with learnable weights W ∈ Rd×d,
and Gaussian noise δ. The transformation is F(X) =
MXWK + δ and F(Y ) = MY . W is the only trainable
component; others are randomly generated per user.

F(X) and F(Y ) transmit to the cloud to train N , and
the model returns to the edge. Since encoding combines
dimensionality reduction, mixing, permutation, and noise,
the mapping from (X,Y ) to released data is randomized
and many-to-one, preventing unique recovery without keys.

3.2. Private Encoding Pipeline
Private Encoder. We learn W maximizing the privacy–
utility trade-off via adversarial learning, where encoded
data F(X) are consumed by utility model N and privacy
model P . Parameters W , θN , and θP are trained with cross-
entropy losses LN and LP . Balancing losses preserves util-
ity while suppressing leakage.

We co-train F , N , and P via adversarial min–max:

min
W, θN

max
θP

J(W, θN , θP), J = λNLN + λPLP . (1)

where maximization strengthens P , and minimization up-
dates W and θN . Through alternating updates, W con-
verges to effectively balance privacy and utility.
Linear Projection. After cloud training, model N (param-
eters θ∗) returns for edge inference. Adversaries obtaining
W and θ∗ could apply the model to unauthorized inputs. To
prevent misuse, we incorporate a private key following the
Johnson–Lindenstrauss lemma [12].

Digitally, the key is a Gaussian random projection ma-
trix KS , with seed S determining the user’s key. [Image of
Johnson-Lindenstrauss lemma random projection concept]
The same key applies during training and inference; mis-
matched keys prevent meaningful predictions. However,
digital projection’s high cost for high-resolution images is
addressed via optical implementation.
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Figure 3. HoloCode overview. (1) DONN weights are trained adversarially on public data. (2) The frozen DONN and private transforma-
tions encode data for cloud training. (3) The trained model performs edge inference using encoded inputs to minimize leakage.

3.3. Hardware Implementation
DONN-based Encoder. We adopt end-to-end Lightridge
framework [14] for optical modeling and hardware-aware
compilation. Using Fresnel approximation, we formu-
late differentiable phase masks and free-space propagators,
enabling detector-to-source backpropagation. This differ-
entiability permits co-training the DONN with adversar-
ial heads, yielding stronger privacy–utility trade-offs while
preserving inherent latency and energy advantages.
Metasurface-based Linear Projection. We employ a
metasurface to impose random, spatially varying phase de-
lays on the DONN output. A fixed random seed generates
a unique phase pattern (optical key KS), scrambling spatial
information before the wavefront reaches the sensor. Sim-
ulating this via the Angular Spectrum Method (ASM) [8],
we implement linear projection KS entirely in the optical
domain, avoiding costly digital matrix operations.

DONN Metasurface
Image

Sensor

Digital Processor

Scene

Figure 4. Hardware implementation of HoloCode

Digital-domain Data Mixing. While optical encoding sup-
presses sensitive features, known point spread functions
(PSF) render transformations invertible [4]. To ensure non-
invertibility, we introduce digital data mixing. We randomly
interpolate image–label pairs for each sample. Since inputs
are i.i.d., the mixed sample matches the original distribu-
tion, preventing reconstruction without mixing indices.

System Integration. As shown in Figure 4, the DONN (W )
removes privacy-correlated features while retaining utility
statistics. A metasurface applies optical key KS , and the
scrambled wavefront is captured by a CMOS sensor. Sensor
tiles stream to on-chip SRAM, then to a digital processor
with systolic PE array performing: (i) data mixing loaded
from off-chip DRAM and (ii) classifier inference. Double
buffering overlaps sensing, computing, and transfers.

4. Evaluation

4.1. Experiment Setup

Models. We evaluate digital and optical HoloCode on
CelebA (gender/privacy, smile/utility). Digital encoding
uses UNet; optical employs a DONN and metasurface.
Downstream, we use ResNet–18. For reconstruction, we
finetune a pretrained GAN-based Pix2Pix.

System Characterization. We evaluate latency and energy
using the setup in §2.2 and a hardware simulator [6].

Baselines. We compare against Enc2 [5] (ARL with 4
ResNet-18 layers), PrivateEye [1], and learnable obfusca-
tion [22] (via matrix masking and mixing).



Table 1. Privacy–utility trade-off. T1 (smiling) is utility (↑), T2
(gender) is privacy (↓). Bold/underlined denote best/second best.

Method T1 ↑ T2 ↓ PUTS ↑
Baseline 93.5 98.0 /
Ideal 93.5 57.0 1.91

Digital Methods

Enc2(ARL) 92.6 58.0 1.62
LearnableObfus 91.6 88.4 1.06
Ours (UNet-tiny) 92.5 57.4 1.65

Optical Methods

PrivateEye 85.4 62.7 1.30
Ours (DONN-3) 89.0 62.6 1.39

4.2. Privacy-preserving Performance
Privacy-Utility Trade-off. Table 1 reports digital trade-
offs. Baseline denotes raw accuracy; Ideal represents base-
line utility with random-guess privacy (57%). We define
Privacy–Utility Trade-off Score (PUTS) as

AUCTp

AUCTu
; higher

values indicate better preservation.
Table 1 shows Enc2 and our digital implementation ap-

proach the ideal, confirming adversarial learning aligns util-
ity and privacy. Conversely, learnable obfuscation applies
uniform transformations, preserving utility but failing to ob-
scure private tasks. UNet-tiny outperforms DONN due to
architectural complexity, yet DONN’s small deviation indi-
cates strong privacy. Crucially, HoloCode achieves better
trade-offs than PrivateEye.
Reconstruction Attack. We quantify invertibility via
SSIM, PSNR, and LPIPS. Visualizations (Figure 5) show
PrivateEye and ARL are easily inverted, while Learnable
Obfuscation and our method remain robust. Table 2 con-
firms ARL performs worst due to neural encoder suscepti-
bility. Leveraging mixing ambiguity, Learnable Obfusca-
tion and HoloCode achieve comparable robustness.

Target

PrivateEye

ARL

Learnable
Obfus.

Ours 
(DONN-3)

Figure 5. Visualization of reconstruction-based attacks.
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Figure 6. System latency and energy characterization breakdown
and comparison with different classifiers.

Model Exploitation. We evaluate threats where adver-
saries intercept utility models. Assuming known architec-
ture without keys, replacing projection Ks with Kadv drops
utility from 92.5% to 52.0%, showing robustness.

4.3. System Performance
Following §2.2, we characterize edge overhead for
grayscale inference. Figure 6a shows digital projection
dominates energy via memory-intensive operations; opti-
cal implementation drastically reduces this. Figure 6b com-
pares latencies; optical transformation yields 7× speedup
for intensive operations. Switching the downstream head to
a compact MLP reduces both metrics. Optical–MLP stays
below 50ms with lowest energy, whereas digital variants vi-
olate budgets. This confirms HoloCode flexibly tunes com-
plexity for savings, with optical–MLP being most efficient.

4.4. Discussion
We test HoloCode on other dataset, e.g. LFWA, demon-
strating identical strong performance. We perform abla-
tion study by removing data mixing, indicating it substan-
tially increases ambiguity, improving reconstruction resis-
tance from 0.69 to 0.25 SSIM and 23.30 to 9.78 PSNR.

5. Conclusion
We propose a hybrid optical–electronic privacy-preserving
encoding for latency-critical, resource-constrained scenar-
ios. Using encoder, linear projection and data mixing, en-
suring utility alignment, noninvertibility, and key protec-
tion. HoloCode achieves privacy-utility trade-offs compa-
rable to SOTA methods, maintaining robustness against var-
ious attacks.

Table 2. Reconstruction attack results (SSIM↓, PSNR↓, LPIPS↑)

Method SSIM ↓ PSNR (dB) ↓ LPIPS ↑
PrivateEye 0.60 19.02 0.32

ARL (Enc2) 0.89 31.87 0.06
LearnableObfus 0.23 9.64 0.64
Ours (DONN-3) 0.25 9.78 0.64
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